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Digital Vaults: A Necessity

Dealing with the worst-case scenario

Solved by Shamir’s Secret Sharing2?

Metadata Privacy

Self-recovery with metadata privacy

Alice owns many digital 
assets such as passwords, 
IDs, digital wallets.

Vaults provide a means for 
secure backup of assets.

Examples

⟹
If Alice loses all her 
devices, she loses her 
digital valuables

Existing Solutions

Custodial solutions are 
vulnerable to breaches

Key Recovery Procedure with Apollo

Bob Carol Dave Eve Fiona

Key Backup

Threshold 
(3-out-of-5)

Alice stores shares of her key with 
her trusted contacts, i.e., trustees

Key Recovery

Alice can recover her key by 
obtaining shares from a 

threshold no. of trustees

Unsolved Memorability Issue
• Alice can forget her set of trustees3 
• Solution: Store trustees details?

Storing trustees details  
danger of leaking information 

to adversary

⟹

⟹

Adversary can compromise 
trustees and reconstruct Alice’s key

Core idea: Alice knows many more people than just her trustees 
 hide the trustees among others→

• Key shares (  )  relevant for recovery  trustees 
• Random shares (  )  irrelevant for recovery  non-trustees

→ →
→ →

Shares are 
indistinguishable

Trustees are 
hidden among 
non-trustees

Adversary has to 
compromise many to 

obtain enough key shares

⟹ ⟹

Trustees
Anonymity SetContacts

Backs up data with 
everyone she knows

Indistinguishable

Self-sovereign solutions 
burden users

Reconnect with contacts1

2 or
Obtain shares

User does not need to remember trustees  can recover by 
reconnecting with contacts  self-recovery

→
→

3 Try different combinations of shares

Key Reconstruction
Single-layered Approach

Key Shares

Random Shares

⌊τn⌋-out-of-n
The no. of combinations has: 
• Exponential growth with 
• Polynomial growth with 

address book size

τ

Recovery involves obtaining shares one-by-one and 
trying combinations of various thresholds

Double-layered Approach
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• Fixed threshold (  ) for 
subsecrets 

•  
• No exponential growth 
• Probabilistic recovery

Overall threshold ≈ τ

α

Recovery involves obtaining shares one-by-one 
and trying combinations of fixed threshold

Results

Conclusion

Reduction in computation 
with added layer

Apollo reduces the chances of 
malicious recovery
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• Vaults are necessary for digital valuables’ backup 
• Usual solutions pose memorability and privacy issues

Hides trustees and makes 
coercion difficult

Makes recovery using 
anonymity set practical

⟹

Apollo

Anonymity Set Double-layered approach


